
Children and vulnerable adults can be harmed online. There are risks of radicalisation,
exploitation, bullying, sexual abuse, and financial and material abuse.

To mark Safer Internet Day 2023, the Safeguarding Partnership and the Prevent
Partnership have jointly produced this briefing to raise awareness of the risks and of

how you can help to safeguard children and adults from online harms.

Online radicalisation and the Prevent Duty

Online Grooming and Sexual Abuse

Safeguarding Adults and Children with Complex Needs and Disabilities. 

Professionals Online Safety Helpline

Key Messages for Practice

In this briefing:

Safer Internet Day 7th February 2023

Online abuse is a safeguarding concern for children and for vulnerable adults. 

If you are worried about a
child's safety report it to

the Stronger Families Hub 

If you are worried about
an adult with care and

support needs report it
to Social Care Direct

The online activity of children, young people and vulnerable adults should always be
considered as part of any assessment. Online activity can be just as influential on safety and
wellbeing as face to face interactions. 

Ask questions and be curious about people's online lives. 

Explicitly explore what devices people have access to and what they do on them. 
Explore with parents and carers what safety mechanisms are in place - this matters just as
much in residential placements as it does in the family home. 

Explore how much children, young people and vulnerable adults understand about the
issues they may face online. 

Key messages for your practice

The more isolated someone is, the more they may rely on online contact for social and
emotional support. This may leave them more vulnerable to abuse and exploitation. 
If you notice a change in behaviour or signs of distress, remember this might be related to
online experiences. Ask!

https://www.saferinternetday.org/in-your-country/united-kingdom
https://www.hillingdon.gov.uk/article/7936/Concerned-about-a-childs-safety
https://www.hillingdon.gov.uk/safeguarding-adults


being easily influenced or impressionable
having low self-esteem or being isolated
feeling that rejection, discrimination or injustice is taking place in society
experiencing community tension amongst different groups
being disrespectful or angry towards family and peers
having a strong need for acceptance or belonging
experiencing grief such as loss of a loved one.

Anyone can be radicalised but there are some factors which may make a person more
vulnerable. These include:

Radicalisation is a process by which individuals, often young people, move from
supporting moderate mainstream views to supporting extreme ideological views. This
process can occur online through exposure to and engagement with violent ideological
propaganda, or offline through extremist networks. Radicalisation makes those at risk
more likely to support terrorism and violent acts of extremism, and possibly even
commit such criminal acts themselves.

Online Radicalisation

Preventing Terrorism
The Government has in place a counter-terrorism strategy called CONTEST. Prevent is one of the 
 strands of CONTEST, which aims to prevent people from becoming or supporting terrorists. The
strategy provides a stronger focus on safeguarding and supporting those vulnerable to radicalisation
with tailored support and multiagency risk management. 

If you are concerned about a child or vulnerable person being vulnerable to radicalisation, then
please contact your local Prevent lead: 

fgibbs@hillingdon.gov.uk or 07946714637.

New Prevent duty e-learning courses are now available at  www.gov.uk/prevent-duty-training.



Local live training sessions are bookable via learning zone:   
Session 1 : Learning Zone - Introduction to Prevent

Session 2: Learning Zone - A Spotlight on extreme ideologies

Extremist groups, of all ideologies, utilise social media platforms and internet forums, which they
know are full of people reaching out online to combat feelings of isolation and loneliness, stress,
anxiety or rejection.

Young people can see all kinds of things online via social media and through online gaming. The
popularity of online gaming has given extremists more opportunities to make their narratives
sound more mainstream and reach out and radicalise others.

Radicalisers use techniques to groom people and draw them in and might even seem or look
harmless to start with.
Be vigilant and find out who children, young people and vulnerable adults might be coming into
contact with online, and what they are seeing, hearing and talking about.

Online Risks

https://www.gov.uk/government/publications/prevent-duty-guidance/revised-prevent-duty-guidance-for-england-and-wales#e-sector-specific-guidance
https://www.gov.uk/government/publications/the-prevent-duty-safeguarding-learners-vulnerable-to-radicalisation/understanding-and-identifying-radicalisation-risk-in-your-education-setting
https://www.support-people-vulnerable-to-radicalisation.service.gov.uk/prevent-duty-training-learn-how-support-people-vulnerable-radicalisation
https://hillingdon.learningpool.com/enrol/index.php?id=1624
https://hillingdon.learningpool.com/enrol/index.php?id=1625


Go to Internet Matters for insights on
how radicalisation can happen and
where and how to spot the signs to
protect children and young people from
extremism.

NSPCC has extensive
resources to support you
in safeguarding children
from radicalisation. 

UK Safer Internet Centre 

Prevent Radicalisation and Extremism by Acting Early: It can be hard
to know what to do if you’re worried someone close is expressing
extreme views or hatred, which could lead to them harming
themselves or others. Working with other organisations, the police
protect vulnerable people from being exploited by extremists
through a Home Office programme called Prevent.

   Do you know the signs of
hate? Guidance and training

for teachers

More Guidance and Resources Around Radicalisation

When you need specialist advice and help with safeguarding people from
online risks

What should I do if I
find terrorist or

violent extremist
content online?

https://www.internetmatters.org/issues/radicalisation/learn-about-it/#:~:text=Radicalisation%20is%20a%20process%20by%20which%20individuals%2C%20often,violent%20ideological%20propaganda%2C%20or%20offline%20through%20extremist%20networks.
https://www.internetmatters.org/issues/radicalisation/learn-about-it/#:~:text=Radicalisation%20is%20a%20process%20by%20which%20individuals%2C%20often,violent%20ideological%20propaganda%2C%20or%20offline%20through%20extremist%20networks.
https://learning.nspcc.org.uk/safeguarding-child-protection/radicalisation#skip-to-content
https://saferinternet.org.uk/professionals-online-safety-helpline
https://youtu.be/_WrryhoQcEs
https://actearly.uk/spot-the-signs-of-radicalisation/what-to-look-for/
https://hopenothate.org.uk/communities/in-schools/do-you-know-the-signs-of-hate/
https://act.campaign.gov.uk/


Both adults and children are at risk of online grooming. Adults with care and support
needs and children are at higher risk of online grooming than the wider population.
Grooming can be for sexual exploitation, sexual abuse, child criminal exploitation,
financial abuse, radicalisation or predatory marriage.

NSPCC have prepared a guide to recognising and responding to
the risks of child grooming. Grooming can happen in many
contexts, including online. 

The Children's Society has resources and
guidance to support you in understanding and
safeguarding children from online grooming
and all types of related abuse. 

Around one-third of child sexual abuse is carried out by under-18s and
online harm is a growing problem as young people’s use of technology
has increased. To combat these issues, the Lucy Faithful Foundation
launched the Risk of Online Sexual Abuse project. 

Over the course of a year, Breck was groomed online by an 18-year-old man
through an online gaming community. The groomer used lies, manipulation
and false promises to gain Breck’s trust. In 2014, Breck was murdered by his
online groomer.  The Breck Foundation provides a range of resources to help
parents and professionals reduce the risk of harm through online grooming. 

Online Grooming and Sexual Abuse of Adults and Children

When you are assessing risks around grooming or sexual abuse, think about people's
online lives, in addition to their in-person relationships. 

Ask questions about online contacts and activity
Find out how much time they spend online

Talk about the risks of sharing private images online

Talk about the difficulties of identifying people online 

Support people to understand how their own behaviour may harm or impact others too. 

Remind people that sharing nude or indecent images online, even if it is a friend, sibling,
boyfriend/girlfriend, can be a criminal offence. 

Develop your own knowledge of how and why young and vulnerable people engage in
technology assisted harmful sexual behaviour

Breck Bednar's Story: Grooming in Online Gaming Communities   

Boys can be groomed and sexually exploited too.
Effective and creative education for children around safety in online
gaming is vital.

https://learning.nspcc.org.uk/safeguarding-child-protection/grooming
https://learning.nspcc.org.uk/safeguarding-child-protection/grooming
https://learning.nspcc.org.uk/safeguarding-child-protection/grooming
https://www.childrenssociety.org.uk/what-we-do/our-work/preventing-child-sexual-exploitation/online-safety
https://www.stopitnow.org.uk/home/media-centre/news/preventing-harmful-sexual-behaviour-evaluating-the-risk-of-online-sexual-abuse-rosa-project/
https://www.breckfoundation.org/
https://youtu.be/U_fExISISv4
https://www.stopitnow.org.uk/home/media-centre/news/preventing-harmful-sexual-behaviour-evaluating-the-risk-of-online-sexual-abuse-rosa-project/


Here is an easy read guide
to support people to stay
safe on social media. 

These resources from the UK Safer Internet Centre
explore the challenges that neurodiverse young people
may face online with regards to rigid thinking,
discerning who or what is truthful online and situations
that can lead to strong emotions.

People with complex needs and disabilities face a higher risk of online abuse than the
wider population. There is an increased vulnerability to all forms of online abuse
including cyber-bullying, sexual abuse and exploitation, other forms of criminal

exploitation, radicalisation, financial abuse and online scams. 

If you are concerned about fraud,
including online scams, impacting a
vulnerable adult or child report it to
Action Fraud

Safeguarding Adults and Children With Complex Needs and Disabilities

This short film illustrates
the risks and motivations
of people with Learning
Disabilities engaging in
online relationships 

https://www.learningdisabilities.org.uk/learning-disabilities
https://www.learningdisabilities.org.uk/file/2037/download?token=Srmn1gJ9
https://saferinternet.org.uk/send
https://youtu.be/1nzwFsw5Tn0
https://www.actionfraud.police.uk/
https://saferinternet.org.uk/
https://www.met.police.uk/advice/advice-and-information/fa/fraud/online-fraud/
https://www.ceop.police.uk/safety-centre/?_gl=1*b1w8h4*_ga*MTYzOTE5OTcyNy4xNjcyNDE4OTI2
https://www.anncrafttrust.org/resources/what-is-cyber-bullying/
https://www.internetmatters.org/

